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Overview

. Problem Area: affiliate marketing
. Data Set: HTTP request records
. Methodology: classitication algorithm

. Findings: numbers and stakeholder analysis
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Affiliate Marketing

 Common method for funding “free” content

* [argest programs include Amazon, GoDaddy,
eBay and WalMart

* Both direct programs and networks / middle-parties



® ® Y, @ Amazon.com: Online Shopp... * \+

& ) @ www.amazon.com ] ) i ) c Eed ORISR =

N

'/ o @ g Discover beautiful things on Amazon, updated daily =~ SHOP 271

+hide <= Link to this page <= Short Link To This Page ~ Add to Widget Add to aStore 7] Share ~ |, Your Earnings Summary ~¢" What's New = Discussion Boards :  Settings ~ ﬂmamna ssociates

amazon - 4 *‘ Father’s D’1y SW”QQLS )

Shop by Hello, Peter Your Wish '\ 7
Department - Peter's Amazon.com Today's Deals Gift Cards Sell Help Your Account ~ Prime ~  List ~ e Cart~

Amazon Fashion

[ree One | )(1\

Shipping -

ON GCIFTS FOR DAD

Get Yourself a Little Something see more

6i§iVE§ SACKS =
MAN =
MISTOOK =

N PN L SRR

Www.amazon. com/b/ref br_imp_ara-1?_encoding=UTF8&field-enc-| merchantbln-ATVPDKIKXODER&node-11525499011&pf rd_ms=...&pf_rd_s=desktop-hero-softlines&pf_rd_r=045STG4DMW1ZNV81E8FM&pf_rd_t=36701&pf_rd_p=2100469162&pf_rd_i=desktop




o0 0 /@ Amazon.com: Online Shopp... x\+

(@ Yy — sl v

LA / [%] The Best Food Processor | ... X\+
@ (%) thesweethome.com/reviews/the-best-food-processor/ EJ c ﬁ | E @ ﬂ ‘ 1 =

=l

THE BEST PEAL

Our deals are hand-picked and analyzed to the
point of obsession. We’re constantly sorting
through piles of so-called “deals” to find the
best ones on the best products.

L L]

Over the past two years we’ve spent more
than 85 hours researching and testing new
products, as well as collecting our favorite
tools, equipment, and purely fun gadgets from

Ge past guides, to help you create great picnics or
- cookouts of your own this summer.
C
HOMEPAGE > APPLIANCES, KITCHEN CUiSinart CuStom
g ’ 14-Cup Food Processor

The Best Food Processor Best Food Processor

*At the time of publishing, the price was $220

[ LAST UPDATED: JUNE 15,2015 & CHRISTINE CYR CLISSET

Tweet Email

How to support The Sweethome

thesweethome.com/link/?|1=B0000645TW&subtag=SH1777 I . i i




L /@ Amazon.com: Online Shopp... \+

‘(.) i o A Lmim+l;L
| > .
eooe0 / [%] The Best Food Processor | ... * \+

7\ i
| € | @ thesweethome.com/reviews/the-best-food-processor/ e B8 9 a 3 ‘ =
-

THE BEST PEAL

Our deals are hand-picked and analyzed to the
point of obsession. We’re constantly sorting
through piles of so-called “deals” to find the
best ones on the best products.

{4 GREAT GEAR.FOR

Piciucd

Over the past two years we’ve spent more
than 85 hours researching and testing new
products, as well as collecting our favorite
tools, equipment, and purely fun gadgets from
past guides, to help you create great picnics or
cookouts of your own this summer.

TS BT e Cuisinart Custom
14-Cup Food Processor

The Best Food Processor Best Food Processor

*At the time of publishing, the price was $220

Fan |

3 HOMEPAGE > APPLIANCES, KITCHEN

‘www.amazon.

[ LAST UPDATED: JUNE 15,2015 & CHRISTINE CYR CLISSET

Tweet B Email
How to support The Sweethome

thesweethome.com/link/?|1=B0000645TW&subtag=SH1777 I . i i

thesweethome-20




L /@ Amazon.com: Online Shopp... \+
(€)8 e
A ] .

eooe0 / [%] The Best Food Processor | ... x\-ﬁ-

7\
{ (- ) (%) thesweethome.com/reviews/the-best-food-processor/
-

PR = Lmim+l;L

B-¢ f%nd @ B 8 3 | =

Fan |

e (LRSS

The Best Food Processor

[ LAST UPDATED: JUNE 15,2015 & CHRISTINE CYR CLISSET

3 HOMEPAGE > APPLIANCES, KITCHEN

‘www.amazon.

Tweet B Email

thesweethome-20

THE BEST PEAL

Our deals are hand-picked and analyzed to the
point of obsession. We’re constantly sorting
through piles of so-called “deals” to find the
best ones on the best products.

{4 GREAT GEAR.FOR

Piciucd

Over the past two years we’ve spent more
than 85 hours researching and testing new
products, as well as collecting our favorite
tools, equipment, and purely fun gadgets from
past guides, to help you create great picnics or
cookouts of your own this summer.

Cuisinart Custom
14-Cup Food Processor

How to support The Sweethome

thesweethome.com/link/?|1=B0000645TW&subtag=SH1777 I . i i




/‘ @ Amazon.com: Online Shopp... * ‘\+
& ) @ wyper mmnman anm oLl o o on | =&
N LR / [%] The Best Food Processor | ... * k‘\\-ﬂ-
€ ) @ thesweethome.com/reviews/the-best-food-processor/ B¢ wB ©@ B 8 & |

o000 Y, @  Amazon.com: Cuisinart DF... \\+

(- @3n|d=AKIAJM4NKIQGABP2PIRA&tag=thesweethome—20&linkCode:me&camp=2025&creative=165953&creativeASIN=800006451W&ascsubtag=SH1777 Ed c ﬁ E % m ﬂ lv ‘ =
Shide ==y O this page <—— 0 K 10 [= Ve

Fage - e Add to wiage s Add 1O a ore ph 2 are - il YOU! arning umma ~ VvVha \New DISCUSSIOn Board ’ -"

Settings =

> T ~ o - AVi
amazon <5 Faers Day Samgs )

Shop by Hello, Peter Your Wish
Department ~ Peter's Amazon.com Today's Deals Gift Cards Sell Help Your Account + Prime ~ List ~ e e Cart-

Kitchen & Dining Best Sellers  Wedding Registry ~ Small Appliances ~ Kitchen Tools ~ Cookware ~ Bakeware ~ Cutlery ~ Dining & Entertaining ~

Home & Kitchen » Kitchen & Dining » Small Appliances > Food Processors

& Cuisinart DFP-14BCN 14-Cup Food share ) ] ¥ @
Ge — Processor, Brushed Stainless Steel o
| | r‘“ by Cuisinart ty: 1 j
¢ "‘_‘_J Wy v 933 customer reviews
) I | 173 answered questions \ Add to Cart ‘
- HOMEF | (%
2 g List Price: $325-00
www.amazon; Th i ' Price: $141.75 /Prime Turn on 1-Click ordering for this browser
1 \ » You Save: $183.25 (56%)
LAS In Stock. Ship to:
UJ Ships from and sold by Amazon.com in easy-to-open IL 60290 ~
Tweet | | o= | packaging. Gift-wrap available. ,
Want it tomorrow, June 16? Order within 1 hr 33 mins and \ Add to Wish List Z
thesweethome.c

choose One-Day Shipping at checkout. Details

Roll over image to zoom in ‘ Add to Wedding Registry ‘

Color: Brushed Stainless




/‘ @ Amazon.com: Online Shopp... * ‘\+
& ) @ wyper mmnman anm oLl o o on | =&
N LR / [%] The Best Food Processor | ... * k‘\\-ﬂ-
€ ) @ thesweethome.com/reviews/the-best-food-processor/ B¢ wB ©@ B 8 & |

Y, @ Amazon.com: Cuisinart DF... * | =

(- @ onld=AKIAJMANKIQEABP2PIRA&tag=thesweethome-20&linkCOYe=xm2&camp=20258&creative=165953&creativeASIN=B0000645TW8&ascsubtag=SH1777 EJ c ﬁ E S m ﬂ 2
[® L/

Thide ool - 2 . nad o widget | A astore Y arr # wna : Boards GIIIGaU C

Settings =

> T ~ o - AVi
amazon <5 Faers Day Samgs )

Shop by Hello, Peter Your Wish
Department ~ Peter's Amazon.com Today's Deals Gift Cards Sell Help Your Account + Prime ~ List ~ e e Cart-

Kitchen & Dining Best Sellers  Wedding Registry ~ Small Appliances ~ Kitchen Tools ~ Cookware ~ Bakeware ~ Cutlery ~ Dining & Entertaining ~

Home & Kitchen » Kitchen & Dining » Small Appliances > Food Processors

& Cuisinart DFP-14BCN 14-Cup Food share ) ] ¥ @
Ge — Processor, Brushed Stainless Steel o
| | r‘“ by Cuisinart ty: 1 j
¢ "‘_‘_J Wy v 933 customer reviews
) I | 173 answered questions \ Add to Cart ‘
- HOMEF | (%
2 g List Price: $325-00
www.amazon; Th i ' Price: $141.75 /Prime Turn on 1-Click ordering for this browser
1 \ » You Save: $183.25 (56%)
LAS In Stock. Ship to:
UJ Ships from and sold by Amazon.com in easy-to-open IL 60290 ~
Tweet | | o= | packaging. Gift-wrap available. ,
Want it tomorrow, June 16? Order within 1 hr 33 mins and \ Add to Wish List Z
thesweethome.c

choose One-Day Shipping at checkout. Details

Roll over image to zoom in ‘ Add to Wedding Registry ‘

Color: Brushed Stainless




=N

L /@ Amazon.com: Online Shopp... \+
(€)8 e
A ] .

eooe0 / [%] The Best Food Processor | ... x\-ﬁ-

PR = Lmim+l;L

meﬁeseus{

7o\
{ (- ) (%) thesweethome.com/reviews/the-best-food-processor/
-

=xm2&camp=20258&creative=165953&creativeASIN=B0000645TW&ascsubtag=SH1777 EJ c ﬁ | E 5 ﬂ ‘ x = {

c e s @ Py =

7 o\
( 6 ) @ https://www.amazon.com/gp/buy/spc/handlers/display.htm|?hasWorkingJavascript=1

© Check this box to default to these delivery and payment options in the future.

& Kitchen & [ a

Home & Ki’; @ m @

Place your order ’

By placing your order, you agree to Amazon.com's

Get a $1 credit for digital books, music, movies and TV shows
privacy notice and conditions of use.

Choose FREE No-Rush Shipping and receive a $1 credit towards your next
eBook, digital music or Amazon Instant Video purchase or rental when this order

ships. Order Summary
i m Guaranteed delivery date: June 17, 2015 If you order in the next 2 hours (Details) ltems: $141.75
o | - Items shipped from Amazon.com Shipping & handling: $0.00
3 L‘:j Cuisinart DFP-14BCN 14-Cup  Choose your Prime delivery option: Total before tax: $141.75
E — Food Processor, Brushed " FREE No-Rush Shipping — get it Monday, Estimated tax to be collected: $8.86
ek ] Stainless Steel June 22
N HOESS g $141.75 Prime Get a $1 credit for eBooks, digital music and Order total: $150.61
—— — Quantity: 1 Change videos. Details
Th‘ Q Sold by: Amazon.com LLC FREE Standard Shipping — get it Friday, How are shipping costs calculated?
; ’ il Add a gift receipt ‘ June 19 Prime shipping benefits have been applied to your
[ LAS g and see other gift options FREE Two-Day Shipping — get it order.
m Wednesday, June 17
Tweet — $11.99 One-Day Shipping — get it
A tomorrow, June 16
thesweethome.

Place your order

Need help? Check our Help pages or contact us

Order total: $150.61

By placing your order, you agree to Amazon.com's privacy notice and conditions of use.

For an item sold by Amazon.com: When you click the "Place your order" button, we'll send you an email message acknowledging
receipt of your order. Your contract to purchase an item will not be complete until we send you an email notifying you that the item

has been shipped.

Important information about sales tax you may owe in your state




Affiliate Marketing Terms

- Affiliate Marketing ID:
Unigue identifier that Online Retailers use to tie
Web Users to Publishers

- Affiliate Marketing Cookie:
Cookie set by Online Retailer, tying Web User to the
“delivering” Publisher

-+ Cookie Setting URL.:
End points, controlled by Online Retailers, that set
an affiliate marketing cookie on a Web User




Affiliate Marketing Fraud

 Assumption
Having an affiliate marketing cookie —
User intended to visit the online retailer —
Retaller helped sale

- Exploit
Get your affiliate marketing cookie on as many browsers
as possible

- Methods
hidden iframes, plugins, malware, automatic redirects,
etc.



2. Data Set



Affillate Marketing Programs

* 164 affiliate marketing programs
 Popular: Amazon, GoDaddy
* Networks: ClickCash, MoreNiche
* Selection methods
* Predictable URLs

« HTTP / no encryption



Affiliate Marketing Programs

Ngodaddy\.*

Domains (www\ .)amazon\.com

Cookie Setting URLs AN(?2:.%(dplgp)/.*)? [&?]tag=(?:&]|\?|"|;)isc=

Conversion URLs *handle-buy-box* *domains/domain-configuration\.aspx*

Affiliate ID Values tag=(.*?)(?2:&|$) cvosrc=(.*?)(?2:&|$)




H I TP Reguest Logs

660G of HTTP Requests (bro-log format)
e 2.3 billion records

e January and February 2014

Request Information Response Information

Sender and destination IP Mime type

Domain and path HTTP response code

Referrer
Timestamp
Cookies

User agent




3. Methodology



Data and Preprocessing
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Browsing Session Trees

bing.com

ts O

ts 4

publisher.com

ts 1

ts 2

other.com

amazon.com?tag=<x>

ts 3

example.com

<checkout url>

Xie, Guowu, et al.
"Resurf: Reconstructing
web-surfing activity from
network traffic." IFIP
Networking Conference,
2013. IEEE, 2018.
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Browsing Session Trees

bing.com

ts O

ts 4

publisher.com

ts 1| other.com

ts_2 |amazon.com?tag=<x>

ts 3

example.com

<checkout url>

Simple Measurements

e Number of referrals in each
program

 Number of publishers in each
program

 Number of conversions / purchases
In each program

 How long a user takes to be
referred

 How long a user spent on site after
being referred
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Browsing Session Trees

bing.com Simple Measurements
ts_0 | publisher.com * Number of referrals in each
program

ts_1| other.com
 Number of publishers in each

e program
ts_( amazon.com?tag=<x> )
\

 Number of conversions / purchases
ts_3 |<checkout url> in each program

 How long a user takes to be
ts_4 | example.com referred

 How long a user spent on site after
being referred
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Browsing Session Trees

bing.com Simple Measurements
ts_0 | publisher.com * Number of referrals in each
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 Number of publishers in each
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'\  Number of conversions / purchases
ts_3 |<checkout url> in each program
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Browsing Session Trees

bing.com Simple Measurements

e Number of referrals in each
program

ts_0 | publisher.com

ts 1| other.com

e

tg’ 2 |amazon.com?tag=<x>

 Number of publishers in each
program

 Number of conversions / purchases
In each program

ts_ 3 |<checkout url>

 How long a user takes to be
ts_4 | example.com referred

 How long a user spent on site after
being referred
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Classifier: Training Set

bing.com

ts O

publisher.com

ts 1

ts 2

other.com

amazon.com?tag=<x>

ts 3

<checkout url>

Did the user intend to travel from
some-referrer.com to amazon.com?

Built training set of 1141 relevant
trees (subset of January data)

If referrer was still available, direct
test

If referrer was not available, infer
from graph (log data)


http://some-referrer.com
http://amazon.com

Classifier: Features

bing.com

ts_O |publisher.com

Time before referral
. Time after referral
. Is referrer SSL7
. Graph size

"
ts_1 | other.com 2
3
4
5. ls referrer reachable”
6
/
8
9.
1

ts_2 | amazon.com?tag=<x>

. Google page rank of referrer

. Alexia traffic rank

. Is referrer domain registered?
# years domain is registered

0.Tag count

ts_ 3 | <checkout url>




Classifier: Features

bing.com

ts O

publisher.com

ts 1

ts 2

1. Time before referral

other.com 2. Time after referral

3. Is referrer SSL?

amazon.com?tag=<x>

ts 3

<checkout url>

93.3% accuracy




Did the user spend
N [ more than two seconds \ NO
on the the online
retailer’s site after
referral?

Did the redirection
occur after 2 seconds?

Honest
Referral

Was the publisher’s /
referrer’s site served
over a correct TLS
connection?

Fraudulent
Referral




4. FIndings



Online Retailer Popularity

Retailer Requests Unique Sessions

Amazon.com 2,663,574

GoDaddy 7,320 364

ImLive.com /31 194

wildmatch.com 3 1

Total
(166 programs)

2,671,808 88,257


http://ImLive.com

Retailer

Amazon.com

GoDaddy

ImLive.com

wildmatch.com

Total
(166 programs)

Publishers

Honest

Fraudulent

1,426

3,707



Affillate Marketer Referrals

Retailer Honest Fraudulent Total

Amazon.com

GoDaddy

ImLive.com

wildmatch.com

Total

(166 programs) 13,283 2,897 16,180




Conversion Events

Retailer

Conversion
Events

Affiliate
Conversions

Honest

Fradulent

“Stolen”

Amazon.com

GoDaddy

Total
(166 programs)

15,650
693
789

174



In The Paper...

Session tree building algorithm
Detalls of how we generated the classifier
Stakeholder analysis of affiliate marketing fraud

More numbers...
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